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Router

e Arouteris a fundamental device in computer networking that
operates at the network layer ( Layer 3) of the OSI model .

e |ts primary function is to connect different networks and
determine the most efficient path for data to travel between
them . Router make intelligent decisions about how to forward
data packets based on destination IP address .

e |t contains a routing table in which all information about the
address of connected networks .




Router operates in network layer of OSI model

Routers

Switches

Hubs




Advantage of routers

e Router limits the collision domain.

e Router can function on LAN & WAN

e Router can determine best path/route for data to reach the

destination.

e Security features many routers have built-in firewall capabilities

and security features that protect the network from external

threats




Disadvantage of routers

e Router is more expensive than Hub, Bridge & Switch.

e Configuration and managing router can be complex, often
requiring knowledge of network protocols and setting, which
maybe challenging for non-technical users

e Single Point of Failure: Routers can be single points of failure in a
network. If a router malfunctions, it can disrupt network
connectivity.

e Updates and Maintenance Routers require regular updates and
maintenance to ensure security and optimal performance, which

can be a time-consuming task.




Connect Router with Computer

e Connect between all devices.

e Click on the devices to make configuration to all devices.

e Enter IP address (192.168.0.1) and subnet (2555.255.255.0) to all
devices and close the window.

e Enter IP address (192.168.0.2) and subnet (2555.255.255.0) and
close the window.

e To test the connection, use the 'ping' command followed by the IP

address of another device, such as

(ping 192.168.0.1) or (ping 192.168.0.2)
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Real-time and Simulation

On the right side of the packet tracer, there are two options: real-time
and simulation. Real-time closely mimics real-life network behavior,
while simulation lets you observe communication processes. you can
examine messages at each network layer. if you select simulation and
then the simulation panel, you will find an event list showing message
exchanges between devices. The source device indicates the message
source, and the device shows the message destination. clicking on an

entry reveals details like the message, IP address, and more




8 Gaco acknt Fce - 0 X
Fu B Ovlm Ve s G tep

iERd0radadriacaaoEE=E ?
ZJQ@ilf/medmm

Vo Teeoe) LsiDwer Mowce Tioe
Vet 000 - P B v
40
Roed

yImAwe s/ / 5555/ /
s i ) !

18 Cinco Packet Tracer - 0 X
R

iSER30radadrtQaQAoOEE=E ?

Soae@tNf/medmp

Caoteet o
Qs

ydmFwe 57/ 2555/

<
E | Actmancaty Cocom Conveckon Type
8 Cisco Packet Yacer o x
EiERdO0ridadsclaaaoE@mE=E ?
D@l fl/rmed S
~ Seraseton P sx
% sl
V< N\, 2 e vor W ow
s N\, o o
,/ \
>ImAme 5/ FERE
-«
FaN: r e 1
10 Cinco Pacht Sacm - o x
EENBOradd@clQaaaoEBE=E 2

D@/ med S

f
H
L]

it
W Tewseo O O -

. o ~o .o

—— wo sy o

7 \, 0 Ao et o

P \\ ] -t oo

/ \. VG ™ W o

e s e

e o oo

| W o o oo

ool | = [ e .o

N

>Imfee 21/ 555 E 7
] ¢ T ]




Connect Router with two Networks

» Connect between all devices

» Click on the devices to make configuration to all devices

» Click on the router to make configuration interfaces:
use the connection tool to connect one network to
gigabitethernet0/0 and the other to gigabitethernet0/1
on the router.

= Activation on port Status
% Router0
Physical Config CLI Attributes \L
=S
GLOBAL ] GigabitEthernet0/0/0
Settings Port SFatus ) [Jon
Algorithm Settings Bandwidth 1000 Mbps i ,r=3L= ;m::s J1 L.Lr\k.ta Auto
T Duplex Half Duplex Full Duplex [v] Auto
S MAC Address 000D.BDC8.9301
Static
RIP IP Configuration
SWITCHING IP Address Assign |p
VLAN Database Subnet Mask
INTERFACE
[ GigabitEthernet0/0/0 || || Tx Ring Limit 10 192.168.1.1
GigabitEthernet0/0/1
GigabitEthernet0/0/2
Equivalent I0S Commands
A
Router>enable
Router#
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface GigabitEthernet0/0/0
Router (config-if) # i
[ Top

» Click on the Computer to make configuration to all devices




® pco

Physical ~ Config

Programming  Attributes

IP Configuration

Interf: FastEtt

IP Configuration
O DHeP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
(O DHCP

IPv6 Address
Link Local Address
IPv6 Gateway

IPv6 DNS Server

802.1X

Auth

[[] Use 802.1X Security

@ Static

l
[

|
|
[ |
|

[0.0.0.0

(O Auto Config @ Static

[ | ¢ |
|FEB0::2D0:FFFF-FEDB:E479 |
l |
l ]

MDA

[ Top

» Click on the Server to make configuration

B Server0

Physical Config

Services Desktop Programming Attributes

IP Configuration
IP Configuration

O DHcP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv6 Configuration
(O DHCP

IPv6 Address

IPv6 Gateway
IPv6 DNS Server

802.1X

Authentication

Link Local Address

© Static

[0.0.0.0

[0.0.0.0

(O Auto Config (@ Static

| | /]

|FE80::2DO‘BCFF:FEE9:9C70

l

[[] Use 802.1X Security

MD5

[ Top

Assign IP
Router
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Real-time and Simulation

On the right side of the packet tracer, there are two options: real-time
and simulation. Real-time closely mimics real-life network behavior,
while simulation lets you observe communication processes. you can
examine messages at each network layer. if you select simulation and
then the simulation panel, you will find an event list showing message
exchanges between devices. The source device indicates the message
source, and the device shows the message destination. clicking on an

entry reveals details like the message, IP address, and more
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> Click on the Server to make services

? ServerO

Physical Config

Services

SERVICES
HTTP
DHCP

DHCPV6
TETD
DNS
SYSLOG
AAA
NTP
EMAIL
FTP
IoT
VM Management
Radius EAP

[]Top

== O
Desktop Programming Attributes
HTTP
HTTP HTTPS
@ On O off @ On O off
File Manager
File Name Edit Delete
1 copyrights_html (edit) (delete)
2 cscoptlogo177x11_.. (delete)
3 helloworld_html (edit) (delete)
4 image_html (edit) (delete)
5 index_html (edit) (delete)
New File Import

Domain Name Protocol (DNS) : it is used to translate human-readable domain

names into numerical IP addresses.




¥ Server0 = O
Physical ~ Config  Serices  Desktop  Programming  Attributes
| SERVICES | DNS
[ HTTP ]
( DHCP | DNS Senice @ On O off
1 REcavE 1 Resource Records
TFTP
NameI |www.baraasaad_com | I Type |ARecord |
R DNS, )
SYSLOG

Addre}s [192.168.12 | |

[ | i
[ ; L Ak | sae || Remoe |
‘l 1 No. Name Type Detail
‘ - i www baraasaad. .. ARecord 192.168.1.2
| VM Management |
| Radius EAP |
| DNS Cache |
(] Top
® serverd - O
Physical ~ Config  Serices  Desktop  Programming  Attributes
SERVICES HTTP
—
DHCP HTTP HTTPS
DHCPV6 @ On O off @ On O off
TFTP
DNS File Manager
SYSLOG File Name Edit Delete
1 copyrights_html (edit) (delete)
2 cscoptlogo177x11... (delete)
3 helloworld.html (edit) (delete)
MManagement 4 image.html (edit) (delete)
| Radius EAP |
5 index.html (edit) (delete)
New File | { Import

[ Top




? Server0

Physical ~ Config S

@

SERVICES
HTTP |
DHCP

DHCPV6

Desktop  Programming  Attributes

File Name: |index_html

[z
<

<hr>welcome to my page<hr>

<Intmi=|
TFTP

DNS
SYSLOG
AAA
NTP
EMAIL
FTP
IoT
VM Management
Radius EAP

File Manager Save

[ Top

» Click on the computer Ip confguration to add DSN
server

¥ pco = O X

Attributes

Physical  Config D Programming

[P Configuration

Interface FastEthernet0 &

IP Configuration

@ Static
[192.168.0.2
|255.255.255.0
[192.168.0.1
[192.168.1.2

O DpHcP

IP Address

Subnet Mask

Default Gateway

DNS Server

IPv6 Configuration

(O DHcP (O Auto Config (@ Static

IPV6 Address | [ 7]
lFESO::ZDO:FFFF:FEDB:E479

Link Local Address

IPv6 Gateway I

IPv6 DNS Server [

802.1X
[] Use 802.1X Security

Autt icati MDA

[ Top
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